ITPUKA3 Ne 21-2023 ~

1o 001ecTBY C OrpaHH4YeHHOH OTBETCTBEHHOCTbIO «JIeueOHO-AMarHOCTHYECKHIl LIeHTP
MeskIyHapOAHOT0 HHCTHTYTa OHosornuecknx cucrem umenn Cepres bepesuna - HoBoxky3Henk»

r. HoBoky3Henx 28 urons 2023 rona

06 ymeeporcoenuu [lonumuxu
Hugpopmayuonnot besonacnocmu 6
000 «JIAL] MUBFC-Hoeoky3neyk»

Bo wucnonuenne ®PexmepanpHoro 3akoHa ot 27.07.2006 Ne 149-®3 «O6 wundopmaumu,
MH(OPMALIMOHHBIX TEXHOJIOTUSAX M O 3amure nHdopmMaLmuy, PenepanbHoro 3akona ot 27.07.2006 N 152-
®3 «O nepcoHaNbHBIX JaHHBIX» ¥ MHBIX HOPMAaTHBHBIX NPaBOBBIX akToB Poccuiickoit Denepauuy,

[TPUKA3BIBAIO:

1. Vreepauts [Monutuky undopmaimonHoi 6GezonacHocty B 000 «JIIL MHUBC-HoBoky3Heruk»
(nanee — INonurtuka) cornacko [Tpunoxenuto N 1 k HacTosemy [Ipukasy.

2. KoHTpOJib 32 HCMIOJIHEHHEM HACTOSILETO MPHKa3a OCTABIISIO 3a COOOH.

["eHepanbHbIA AUPEKTOP A.B.AnoHues




[Tpunoxenune Ne 1
k npukazy no OO0 «JIJIL] MHUBC-HoBoky3Heuk»
ot 28.07.2023 Ne 21-2023

[TOJIMTUKA
nHpopmaumonHoi 6e3onacHocti B 000 «JIJ]I MUBC-HoBoky3HeLk»

1. TepmuHBI U onpeaesieHus

1.1.bu3Hec-poecc —  MOCHAENOBATEIbHOCTh  TEXHOJOIMUYECKH  CBSI3aHHBIX  ONepauui 1o
MPeJOCTABICHUIO TMPOAYKTOB, YCIYr W/MIM OCYLIECTBJIECHHIO KOHKPETHOIO BHJA JEATENbHOCTH
OpraHu3zauuu.

1.2.3amunra uHbOpPMaLMK — COBOKYITHOCTH OPraHU3aLIMOHHBIX U TEXHUYECKUI MEp, HAanpaBJIEHHBIX Ha
MpeAoTBpaLleHHE YTEUKH 3allUIaeMoil HHPOPMALIUK, HECAHKLIMOHMPOBAHHBIX U HENPaBOMEPHBIX
BO3JCHMCTBUIA Ha 3aIMIIAEMy 0 MHQOPMALIMIO U CPEJICTBA 10CTYMa K HEM.

1.3.Uudopmanss — CBeAEHMs O JnMLaX, NpeaMeTax, (akrax, COOBITHUAX, SIBJIEHUAX M MpoLeccax
HE3aBMCHUMO OT (POPMBI UX MPEACTABICHHUS.

1.4.UudopmanmoHHas 6e30MacHOCT — MPaKTHUKa MPEeAOTBPALIEeHHs HECAHKLIMOHMPOBAHHOIO JOCTYIA,
MCIOJIb30BaHUS, PACKPBITHS, UCKKEHHUS, MK3MEHEHUs], 3aIIMCH MM YHUUTOXKEHH MHQOpMaLIuH.

1.5.npopmMalimoHHasi cucTeMa — COBOKYIHOCTb COJepiKalleilicss B 6asax AaHHBIX WHGopMauuu U
obecneunBaroIKX ee 06paboTKy HHHOPMALIMOHHBIX TEXHOJIOTHIA U TEXHUYECKUX CPEACTB.

1.6.lHpOpMaLIMOHHBI pecypc — BCe, YTO HMMEET LEHHOCTh W HAaXOAUTCS B PAaCHOPSHKEHUH
Opranusauuu.

1.7. Kommepueckasi TailHa — KOHPHICHLMAIBHOCT MH(POPMALIMK, MO3BOJISIOILAs ee o0nafaTeno npu
CYILECTBYIOLIMX WJIM BO3MOXHBIX OOCTOSATENBCTBAX YBEIMUYUTh AOXO/bI, U30€XaTh HEONpPaBIaHHbIE
pacxolbl, COXPaHWUTh TOJIOKEHHE Ha pBIHKE TOBApoOB, paboOT, yCayr WIH MOJYyYUTh HHYIO
KOMMEPHYECKYIO BBITOALY.

1.8.KonpuneHunansHas uapopmanys — WHGOpPMALMs ¢ OrpaHMYEHHBIM JOCTYINOM, HE CoJepiKaiias
CBEACHHH, COCTABJSIOLIUX TOCYJAPCTBEHHYI TailiHy, AOCTYN K KOTOpOH OrpaHMYMBaeTcs B
COOTBETCTBUH € 3aKOHOJaTeNbcTBOM Poccuiickoit denepauui.

1.9.KoHpuaeHuManbHOCTh HHPOPMALIMKM — COCTOSIHUE 3aLUMILEHHOCTH UH(POpMaLWK, XapaKTepr3yeMoe
crocoOHOCThIO MHGOPMALIMOHHOM CHCTeMbl 00eCreYrBaTh COXpaHeHWE B TaiiHe MHPOpPMAUMH OT
CyOBEKTOB, HE UMEIOILIMX MOJTHOMOYMI Ha 03HAKOMJIEHHE C HEM.

1.10. HecanKiMOHMpOBaHHBIH JOCTYN — AOCTYN K MHGOpPMaLUH UM ASHCTBUS ¢ MHPOpMaLIUEi,
Hapyllalollde TMpaBuUia pa3rpaHUYEHUs] JOCTyNa C MCMOJb30BAaHHEM IUTATHBIX CPEACTB,
MPeJOCTABISEMBIX CPEACTBAMH BBIYMCIIUTENILHON TEXHUKU UM aBTOMAaTU3UPOBAaHHBIMU CUCTEMaMH.

111, [TonuTuka - o61Me Lenu U yKa3aHusi, opMalibHO BbIPAXKEHHbIE PYKOBOACTBOM.

1.12. IlpaBa noctyna — 3T0 mpaBa JOBEPEHHOr0 0OBEKTA Ha COBEPLUCHUE KAKUX-TUOO NeHCTBHIA
M0 OTHOILEHHUIO K OOBEKTaM CHCTEMBI.

1.13. Puck — coueTanue BEpOSITHOCTH COOBITHS U €ro MOCIeICTBUH.

1.14. Cucrema ynpaBiaeHuss HHPOpPMALMOHHOW 0€30MacHOCThIO — 4YacTh OOIIEH CHUCTEMBI

‘ynpaBJICHHs, OCHOBaHHasi Ha OLICHKE PHCKOB, IMNpE€AHasHA4Y€HHasA Uil CO34aHWsi, BHEAPCHU,
3KCIJlyaTallid, MOHUTOpPUHIa, aHaJIn3a, CONMPOBOXACHUS U COBEPIICHCTBOBAHUS PIH(t)OpMaLlHOHHOﬁ

6e30nmacHOCTH.
1.15; ¥Yrpo3a — OnacHOCTh, MpeAnoJarampias BO3MOXXHOCTh MoTeps (yiuepoa).
1.16. LlenoctHocTh MHGOPMALMK — YCTOMYMBOCTD HHOOPMALMH K HECAHKLIHOHMPOBAHHOMY

JOCTYIly MM Clly4alHOMY BO3JEHCTBHIO Ha Hee B rpoLecce 00pabOTKU TEXHUYECKUMH CPEICTBAMM,
pe3yJIbTATOM KOTOPOIO MOXET OBITh YHUYTOXKEHHUE U UCKAXKEHHE UHPOPMALIHH.

2. OO1ee nojoxeHue



2.1.Hacrosimass monutuka wuHpopManmoHHoW OGesomacHoctH (nanee — IlonauTuka) OOwectsa ¢
OrpaHMYEeHHOM  OTBETCTBEHHOCTBIO  «JleueOHO-aMarHoCcTHYeCKHi  UeNTp  MexayHapoaHoro
MHCTUTYTa Ouosornueckux cucreM umenn Cepres bBepesuna- HosokysHeuk» (manee —
Opranusanus) npezacrasisier coboil cucteMy TpeGoBaHMM, mpaBuia ¥ MeTonoB OpraHusaunu B
obnactu obecrieueHus 6e30NacHOCTH UHPOPMALMHY, €€ KOHPUIEHUHATBHOCTH, a TAKKE NOCTPOCHHUS
CHCTEMBI ynpaBiieHus HHOpMaLHoHHO# Ge3omacHocThio (nanee — CYHB) Opranunsauum.

2.2.Cob6noieHre NPUHILIMIIOB, NMpaBui ¥ TpeboBaHui MHopmauroHHo# 6esonacHocTu (nanee — Hb)
ABJIIETCS, B TOM YHMCJE, SJIEMEHTOM KOPIOpaTHBHOM KyJabTypbl. CnemoBanue Tpeboanusam Hb
ABJISETCSl BaXXHBIM YCJIOBHEM IPU OCYLIECTBJICHHUHM TOBCEIHEBHOW JeaTe/bHOCTH OpraHusauu,
BKJTIOYAs COBMECTHYIO paboTy ¢ aenoBbiMH napTHepamu. Kaxaeiéi pa6orHuk OpraHusauuu U ee
JIENIOBBIE TMApTHEPbl HECYT OTBETCTBEHHOCTh 3a OesomacHyio pabory ¢ HMHPOPMALMOHHBIMH
cucremamu (nanee — HC), uHpopMaumoHHBIMU pecypcamu (nanee — HP), kommbroTepHbie
obopyfioBaHMEM, MOOWIBHBIMH ~ TEXHHYECKUMM  CPEACTBAMH, HOCHTENAMM  HH(OpMaumy,
npefocTaBlieHHoM 1 o6pabaTsiBaemoii Hpopmanmer OpraHusauuy.

2.3.06ecnieuenne Ub Bimouaer B cebs o0yl [€ATENBHOCTb, YCTAHOBJEHHYIO AEHCTBYHOLIMM
3akoHOaTenbcTBOM Poccuiickoit @enepanuu, HanpaeieHHyto Ha 3amuty MC u MP Opranuzanuu.

2.4 Hactosamas Ilonutuka paspaGoraHa Ha OcHOBe TpeOoBaHMi 3akoHozarenbcTBa Poccuiickoi
Oenepauuu:

° denepansHoro 3akona or 27.07.2006 N 149-®3  «O6  unpopmauuy,  HHHOPMALHMOHHBIX
TEXHOJIOTHSAX M O 3aLUTe HHPOPMALIUKI»;

° ®enepanbHoro 3akoHa ot 27.07.2006 N 152-®3 «O nepcoHalbHBIX JaHHBIX»;

e ®epepanbHoro 3akoHa ot 06.04.2011 N 63-03 «O6 51€KTPOHHOM MOATUCH;

o ®enepanbHoro  3akoHa ot 26.07.2017 N 187-®3 «O 6e30MmacHOCTH  KPUTHYECKOM

uHbopMaLMoHHOW MHpacTpyKTyphl Poccuiickoi @enepaunmny;

° Tpukaza ®CTIK Poceun ot 25.12.2017 N 239 «O6 yreepxnennn TpeGosanui no obecrneyeHuo
6€30MacHOCTH 3HAUMMBIX OOBEKTOB KPUTHYECKOW HWHGPOPMALMOHHOW HMH(PacTpyKTyphl
Poccuiickoii denepauuny;

° Ipukaza ®CTOK Poccun or 18.02.2013 N 21 «O6 yreepxaenun CocraBa W coaepiKaHus
OpraHM3alMOHHBIX U TEXHMYECKUX Mep Mo obecrneueHHto 6€30MacHOCTH MePCOHANIBHBIX JaHHBIX
npu ux 06paboTke B MHPOPMALIMOHHBIX CHCTEMAX NMEPCOHANIBHBIX JAHHBIX;

° MocranoBnenus INpasurenscrtea P® ot 01.11.2012 N 1119 «O6 yTBepkaeHun TpeGoBaHUI K
3aIIUTE MEPCOHATBHBIX JAHHBIX MPU UX 00paboTke B MHYOPMALIMOHHBIX CUCTEMAX MEPCOHANIBHBIX
JAHHBIX»;

° F'OCT P MCO/MDK 27001-2021. Haumonaneusiii crangapt Poccuiickoii ®enepauui.
WMndopmaumonHas TexHojorus. Meroapl M cpeactsa obecrieyenusi 6e3omacHOCTH. CHCTEMb
MeHeKMeHTa nHOopMaLoHHOM 6e3onacHocT. Tpebosanus.

2.5.Ipumenenie CYUB  pernamentupoBaHo Hacroswed [lonmutukod, a TaKkke Jpyrumu
OpraHM3alMOHHO-PACTIOPSAMTEBHBIMU JOKyMeHTaMu (nanee — OPJI) OpraHusauuu, KOTOpbie
ABJISIOTCS 00s3aTENBHBIMH /IS UCTIONHEHHs Bcemu paboTHikamu Opranusauuu. Tpedosanus CYHb
JIOBOJATCS 10 cBeleHus1 paboTHUKOB OpraHu3alum.

3. Ilenu u 3amauu

3.1.0cHoBHOI Lenbto HacTosied TTonutuku seisercs 3amura MC u UP Opranusauuu ot BO3MOXHOTO
HaHECEHUs UM MaTEPUAIbHOTO, PU3MYECKOro, MOPaIbHOTO MIIM HHOTO yIuepha, a TaKoke HapyeHHs
pexuMa KOH(pUIEHLIHMATbHOCTH MHGOpMaLMK B pe3yJbTare HECAaHKUMOHMPOBAHHOrO A0CTyNa K
uH(OPMALMHK, €€ HOCHTEIISM, a TAaKXkKe mpoleccaM 06paboTky K nepeaayn HHHOpMALIMH.

3.2.Jlna noctuxenus ykasaHubix ueneit CYUB nomkna obecrneynBarth BEIMOJHEHHUE CIIEAYIOLIMX 3a/1a4:

° cooTBeTcTBUE TpeboBaHusM DeepaibHOrO 3aKOHOAATENbCTBA, HOPMATHBHO- METOAMYECKHX
nokymerToB ®Cb Poccun, @®CTOK Poccuu 1 10roBOpHBIM obsazarenbcTBaM B yactu Ub;



® CBOCBPEMEHHOE BBISIBJICHUE, OLICHKA U MPOTrHO3UPOBAHUE UCTOYHUKOB YIpo3 UBb;

o NpeoTBPAIlEHHe W/UIK CHIKEHHUE yiuepba oT peanusauuu yrpos UB;

o Co3aHKe MEeXaHW3Ma ONepaTHBHOTO pearupoBaHus Ha yrpossl Ub;

o JIOCTI)KEHHE a[IeKBaTHOCTH Mep 1o 3auTte ot yrpo3 Ub;

o 3alMTa OT BMeLIaTe/ibeTBa B npouece GpyHkuuonuposanus MC noctopoHHux i,

o BbISIBJICHHE, NpeaynpexaeHue M TpeceyeHHe BO3MOXHOW MNPOTUBONPABHONM M HHOM
HEraTUBHOM JeATeNIbHOCTU COTPYAHUKOB;

o obecrieyeHre HeMpepPbIBHOCTU KPUTHYECKUX OU3HEC-NIPOLIECCOB;

. M3y4eHHe MapTHEPOB, KIIMEHTOB, KOHKYPEHTOB M KaHIUJATOB Ha paboTy;

. HEJOMYLIEHHE MPOHUKHOBEHHS CTPYKTYP OpraHW30BaHHON NMPECTYMHOCTH M OTAEIBbHBIX JIMI] C

NPOTUBOMNPAaBHBIMU HAMEPEHUSAMM;
° MOBBILLIEHKHE JEJIOBOM penyTaluy U KOPIopaTUBHOK KyIbTyphl B chepe UB.
4. Meroasl obecrneyeHusi MHGOPMALIMOHHOM G€30MacHOCTH

4.1.HasnayeHre ¥ MNOAroToBKa pPabOTHUKOB, OTBETCTBEHHbIX 3a OpPraHU3aLMI0 U OCYLUECTBIECHHE
mepornpusTuid no obecneyenuro Ub.

4.2 .PernamMeHTHpOBaHKE BCEX NMpoLieccoB 00paboTku uHpopMaL iy, AelcTBUit paboTHHKOB Opranuszanuu
M CHELHaIMCTOB, OCYLIECTBISIOMNUX aAMUHUCTPUPOBAHKE NMPOrPaMMHBIX M TEXHHUYECKUX CPEICTB
00paboTku nHGOpMalMK, Ha ocHOBe yTBepXkaeHHoi OPJI no Bonpocam obecneuenus UBb.

4.3.Yyer Bcex, nopjexamux 3amure, P (kaHanoB CBsi3M, annapaTHbIX U MPOTrpaMMHBIX CPEACTB).

4.4 IlpenocraBneHue Kaxaomy mnonb3oBarento MC MUHMManbHO HEOOXOAMMBIX MpaB JOCTyMna JJis
BBIMOJIHEHHS CBOUX (PYHKLIHMOHAJIbHBIX 00S3aHHOCTEH.

4.5.3HaHHe U CTPOroe CoOOMIOJCHHE BCEeMHU pPabOTHHKAMH, HWCIMOJB3YIOUIMX U OOCTY)KHBAIOLIUX
annapaTHblie M MporpamMmHbie cpeiacrtBa o0pabotku uHpopmauuu, TpedboBanuit OPII no Bompocam
obecrnieyeHus 6e30MacHOCTH KOH(pUAECHIHAIBHOW HHPOPMALMK, B TOM YHC]Ie KOMMEPUYECKOM TaifHbI
M KPUTHYECKHX OM3HEeC-TNPOLIECCOB.

4.6.IlepcoHajibHasi OTBETCTBEHHOCTb 3@ CBOM JACUCTBUS KaXA0ro pabOTHHKA, y4acTBYIOIIEro, B paMKax
cBOMX (yHKLMOHANBbHBIX 00513aHHOCTEH, B rporeccax 00paboTku HHGOPMALIMK U UMEIOLLEro JOCTYTI
k UP.

4.7 Peanu3zauus TeXHOJOIMYECKHUX ITPOLECCOB 06pa60TKPl HHQ)OpMaLlI/llfl B COOTBETCTBHUH C KOMIIJIEKCOM
OpPraHrM3allMOHHO-TEXHHYECKHUX MEP IO 3allUThl MPOrpaMMHOI0 06CCHC‘{eHlflﬂ, TEXHUYECKHUX CPEACTB
U NJaHHBIX.

4.8.Ilpunarue mep no obecneuyeHuro (GU3MYECKOM LEIOCTHOCTH TexHH4Yeckux cpeacts MC wu
noAaepxaHUeM HEOOXOMMOro YPOBHS 3alIMIIEHHOCTH X KOMITOHEHTOB.

4.9 cnonb3oBaHue (U3MUECKUX M TEXHUYECKUX (MPOrpaMMHO-aNmapaTHbIX) CPEACTB 3allUThI
uHdopmanuu (nanee — C3U), a Takxke TeXHUYECKAs! MOAAEPIKKA UX MCTIOIb30BAHMUSL.

4.10. Kontposs cobmonenus nonpzosarensmu UC TpeGoBanuii no obecneuenuro Ub.

4.11. IlpaBoBas 3ammta uHTepecoB OpraHu3alMM NMPU B3aUMOJCHUCTBUM C IOPUAMYECKMMHU W
"(pU3MYECKUMHM JIMLAMH OT MPOTHUBOINPABHBIX M HECAHKLIMOHUPOBAHHBIX JEHCTBHH CO CTOPOHBI 3TUX
UL,

4.12. [Iposenenne ananusa 3pPeKTHBHOCTH MPUHATHIX Mep U npumensieMbix C3U. PaspaboTka u

peanusaius npeayiokeHui no copepiueHcTBoBaHuio CYUbB B Opranusanuu.

4.13. CBoeBpeMeHHOE BBIABIEHHE UCTOYHMKOB yrpo3 Wb, nmpuunH ¥ yclnoBuii, criocobCTByOMUX
HaHECEHHIO ylepba 3aMHTEpECOBAHHBIM CyOBeKTaM HH(POPMALIMOHHBIX OTHOIUEHWH, CO3JaHUE
MeXaHH3Ma OMEPaTUBHOIO pearupoBaHus Ha yrpossl UBb.

4.14. Cosnanue ycioBui 17151 MUHUMH3aLMH HAHOCUMOTO yiuep6a HENpaBOMEPHBIMHU JEHCTBUIMH,



ocyiabeHre HEraTUBHOTO BJIMSHUS U YCTPaHEeHHs nocieacTBHi Hapyluenus Ub.

-

5. 3akmoueHue

5.1.Hacrosimast IlonuTHka sBiseTCs BHYTPEHHMM [JOKyMeHTOM OpraHuzauuu, oOLIENOCTYIHOH |
MOJIEXKHUT pa3MeILeHHIO Ha opHuLManbHOM caiite Opranusauu.

5.2.Hacrosimas ITonvtuka pacnpocTpaHseTcsi Ha Bce OW3HEC-NPOLIECCHI, ABTOMATH3UPOBaHHbIC U
TEeJIEKOMMY HUKALMOHHBIE CUCTEMbI OpraHu3aluy.

5.3.PazpaboTka BHYTPEHHHMX OpPraHHM3aLMOHHO-PACMOPAAUTENbHBIX  JA0KYMeHTOB  OpraHusaiu,
pernameHTUpytowmx Bornpocsl UB, ocylecTBsercs Ha ocHoBaHuu Hactosiwei [ToanTukoii.

5.4.Pa6oTHuku  OpraHuszauMu  JO/DKHBI  PyKOBOACTBOBaTbcs — Hactoswed  [lonuTukod B
npodeccHOHaNbHOMN JEATEIbHOCTH, TPH BHY TPUKOPIOPATUBHOM B3aUMO/IEHCTBHH, JIMYHOM Pa3BUTHH
Y MOBBILIEHUHU KybTypbl Ub.

5.5.0TBETCTBEHHOCTh JOMKHOCTHBIX Jvll OpraHusaiyy, UMEIOIMX AOCTYN K KOHGHAECHUHMANbHOH
MHGpOPMAIlMK, 32 HEBBINOJHEHHE TPeOOBaHUI HOPM, PETyNMpYIOWMX 00paboTKy W 3aluTy
uH(pOPMALIMK, ONpeesseTcs B COOTBETCTBMM € 3aKOHOAaTeNbcTBOM Poccuiickoii @enepauud
BHYTPEHHUMH OpPraHU3alHOHHO-PACTIOPAANTENBHBIMH JOKyMeHTaMu OpraHu3auui.

5.6.Hacrosmas [Monutuku BCTYNAECT B CAJIy C MOMEHTA €€ YTBEPKACHHA.



